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Summary:

Summary of a British report on problems with the export "trigger list" of the Nuclear
Suppliers Group. The list did not include gray area items that could be used in building
nuclear facilities. To begin correcting the problem, the British announced a ban of
inverter exports and asked other governments to take parallel steps. Also includes a
summary of a secret British paper on Pakistan nuclear intentions. The British believed
that the “piecemeal” Pakistani purchasing efforts to acquire inverters were directly
related to the building of a gas centrifuge unit for producing weapons-grade uranium.
Attached to the cable is a 7 November "Memorandum for the Record" discussing sharing
this information with the Department of Energy.
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TAGS: PARM, MNUC, ENRG, TECH, UK 

1. LlK EM~Uff CALLED GN DEPARTMENT (PM) OCTpB~R 27 IQ 
P~ESENT PAPtRS ON PAKIST~~I NUCLEAR ACTIVITIES AT PARAS 
2 AND 3 • L! K l S A I. S 0 i'i Ar. l NG Tl-1 I S DE. ~i ARC h E l r-: ACT ION 

L ~ ~- S CAPITALS. IF 6U5JECT IS RAISED BY HOST AUTHORI• 
TIES 1 ACTION ADURESSEES MAY NOTE THAT US ~AS BEEN 
APPROACrlEO BY U~ AND SKARES COMPL~TELY UK CONCERNS. WE 
H!L~ BE TA~ING ALL ~PPROPRIATE STEPS TO EkS~RE TMAT NO US 
EXPU~TS CONTRlBUTE TD A P~KlSTAki ENRICnMENT EFFORT. 

ACTIJN ADDRfSSEES (EXCEPT CANBERRA ANci STOCKHOLM) SHOuLu·· 
ALSO ~E A~A~E ThAT ~E ~IL~ SOON BE TRANSMITTING A SlMlLAR 
DEMARCHE ON PAKlSlANI EFFORTS TO 0BT~lN FOREIGN ASSlSTANCE 
I~ ATTAINI~G A CAPABILITY IN NUCLEAR FUE~ REPRDCESSlNG 
AND P~UTO~I~M RECOVERY. riE WDU~D WELCOME ANY REACTIONS 

HOST GOVERNMENTS MAY BE IN A.PO~lT!D~ TO CONVEY REGARDING 
TriE UK DEMARCHE. 

F 0 L l D 1H NG I S "I E X T 0 f BR I TI SH 11 CON f I D E NT l A L 11 P APER D N 
?AKS EFFGRTS TO AtQulRE J~VERlERS FOR USE lN AN ENRlCHMcNT 

£V~R SINCE THc NUCLtAR SUPPLIERS GROUP CNSG) ORtW UP 
AN EXPORT TRIGGER LIST lN 1975 wHICH INCLUD~D READILY 
INDENTIFIAbLE COMPO~ENTS OF NUCLEAR PLANTS, WE ANU OTHER 
NSG MEMdERS HAVE BEEN A~•RE THAT A GREAT MANY OTHER FAlRLr 
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s r AN 0 AR o· I M 0 us T t< I AL AND s c ! ENT I F t c l TE Ms , T HE 5:0 ... c ALL ED 
"GRtY A~E~S~, C00lD ALSO ~E USED IN NUCLEAR PLANTS, SUCri 
ITEMS ~ERE NOT, HOWEVER, lNCLUDED IN TH~ TRIGGER LIS~ 
BECAUSE THEY wE~E INDIVID0ALLY 0F LESS IMPORTANCE AND 
WERE NOl SOLtLY FOR NUCLEAR USE. SINCE 5UCh ITEMS ARE 
NGT SPECif lC~LLT lNCLUO~D lN lHE TRIGGER LlST MOST NSG 
MEMBERS, INCLUDING THE UK, .HAVE TENDED NOT TO INCLUDE 
THEM IN EXPO~T CD~TROL ~EGISL~TION. . 

AS A uEPOSITORY STATE Of TH~ NON•PRDL!F~RATlON TREATY . 
AND AS A MEMSEH OF THE NSG, ThE UK IS.PARTICULARLY co~
CERNEO TD· ENSJR~ THAT OPPORTUNITIES FOR PROLIF~RATlbN ARE 
AV Li I DEC l'iiiER :::c: VER POSS I bl E. .Q..U.JL~~RN A_bQUT L!NCON• 
TROLLED EQUIPMENT WHICH COULD Sf us~o I~ REPROCESSING OR 
u R Ah: I u M EN R lCHMwP"CA NT ~ H A 0 C"E 0 Li .s..-i.D-1iE.t:llllS..l.D.EJL_T..t::Lf._ 
LlSLI;,, Or iHr1r"GKCT"At<l~~ft1r7t:v.Ew iO •. ~OMP!J.lNG Ji." LIST 
OF T:iE MDkE SlGr-.IF"IC~LJ..llb.S }jl-'J..lC.H Sc!O..Ul..u eEEit:iA.ES l:!E 
MA DE SUBJ t CT T D EX~ k T f D NT £i'.Q. L.. JiL.~-~Y~~Q~ 6 ~.,... l .!i,T,E.RJ~,S.ll.Q.. 
i...Lf ;: RN H ··..; Q .- · ~ .. · ... ~.tE£.a~= (tu .. .l.ti.LL.e.E.u..a.i,.,.~-
1 F A~Y STE?S ThEY A~E TAKING TO DEAL WITH IT~ ~~L·~~31,..-:..~~~ .. ~·.:...~,~---~~·jl> --- ..... 114•-----
C, FROM OUR ~NO~LE~GE AS CONSTRUCTOR AND. OPERATOR OF A 
CENTRIFUGE t:Nr?!CHMEtli.T PL.AN.l WE _HAVE RECE.NTLY BECOME Ai'JAi~E 
Of 11. PDTENilALLY SERIOUS LOOPtiOLE ·!N OUR EXPORT CONTROLS 
CONCERNING INVERTERS (FREQUENCY CHANGERS) Of A SPECIF!• 
CATION hHICH COULD BE U5ED IN A GAS CENTRIFUGE ENRICHMENT 
PLANT CAPABLE OF PRODUClNG kE~PONS•GRAD~ (HIGHLY ENkICHED) 
URA~IuM. THE GOYeRNMENT HAVE ACCORDIN~LY DECIDED TU AMENci 
TriE EXPDRl uF SuCn lNVERTERS. TH~ AMENOMEN1 COMES INTO 
EFFECT ON 9 NOV~MSER 1P7S: AN ANN~UNCEM~NT ~A& MADE IN 
TriE DEPARTMENT aF TRAQE JOURNAL ON 19 OCTOBER. WE HAVE 
SOUGHT A DEf I~ITION WHICH .WILL CATCH ALL SUCH ITEMS.WHICH 

I M l G HT f. E . \.IS E. D I N A C E Iv TR I F Li G E PL A NT r ~UT AS L I TTL E EL SE -
AS'PQSSIBLE. WE hECOGNlZE THAT THIS ~ILL MEAN SU6JECTING 
TO CD~TkOL SOME ITEMS WlTH PERFECTLY lNhOCENT USES. THE 
TER~ FREQUENCY ChANGER A6 D~FI~ED IN THE AMENDING ORDER. 
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COVE~S ~LL lTEM~ wlTH A ~uLTI~PnASE ELECTRICAL PD~ER ,OUT• 
PUT ~ITHIN THE RANGE 600 TO 2eaH HERZ; SUCH EQUIPME~T IS 
AL s c.; r< IV 0 y.1 N 6 Y r ME n. RM s 11 1 N v ER r ER 11 

, 11 c o N v Ek T E 11 ''. , 
u GE II; e: R l.T 0 R II , (.JR fl AM F-1. I F .I. c: R 11 

• 

FIRM 
BY 

INVER .. 

E. s ; ; ii;; E 'H 1:1€ I' PG> +.e. tii :J I AL SUP f I l E F< G 0 VERN ~1 EN i 5 TD TAKE 
P AR ;. LL E Q S i ;f_S I 0 E N S Li RE Hj t, I II EMS 0 E TtjT S K ! N 0 A RE t 0 N .. 
T~DLLED A~D TMAT TH~ FA~ISTAN GOVERNMENT rs NOT A8LE TO 
u B i A H.: :. L s E. l'I r1 :: R i:.: i'< K A. T I'! t:'. ,CR E. 6 rd f~ G r N G 0 N i..) t:. f( c 0 N T ~ 0 L • w f:: 
~R~ ~~LL A~A~E THAT PAKISTAN M~Y ~UITE-~APlDLY BE AbLE -
TO DEVEL~P A C~PAoILiiY OF HEH 0WN AND lND~ED HAS ALREADY 
D3TAINED $DME ITEMS FRQM ABROAD. THERE ARE LIKELY TO BE 
PRO~LEM~ IN PARTICULAR WITH CONTROLLING TriE EXPDRT bF -
lt.il.JIVlUUALLY !ljON•SENSiilVE C~H1PJNE:rH FAkTS AND ATTE.MPlS 
MA'f 5E rtADE TO. ueTAlN ITE1"1S ThROUGH Tr.IRD COUNTRIES. J:i!._ 
F :: E L ~~ 0 !\' E T HE L i:, SS HLLi t ·~ 5 ~ l 0 S ~ O.w Li D r. N A ~ t. AP D N S D E V EL 0 P • 
MEN1 P~DGRAMMt rs WEL ~o·r· ~ BAilON 
TE~MS~ WE AR~ ~OKFIDENT THAT IN PURSUIT OF SHARED NON• 
p-,.'tG1-IFE.;(ATlu1~ AIM5, t..;; ~iELL AS OUR CO~lMOI~ NSG lNTEREST 
lN KE~?JNG CO~MERCIAL AhD NDN•PKOLIFE~ATION CONSIDERATIONS 
APARJ, GTriER GOVERNMENTS ~ILL WISM to SUPPORT US lN ThlS. 

f • Af,;f.LNST !MIS BAC!<GRUUND, t"jE UbGt GOVEiiNbfl,Jl$ TO IAK.i:. 

STEPS WriIC" ~DULD PUT THEM IN A POSITION --··--·----
[!) TD KNOW IF A FIRM HAS AN EXPORT ORDER FOR INVERTERS OF 
THE RELEVANT SPECIFlCATlGNS: 
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TO REQUIRE AN EXPORT LICENSE FOR SUCH EqUIPMENT:~· .. 
~HERE cPPROPRIATE TO REFUSE A LICEN~E UPON APPLICATlDN. 

TEXT. 

3. FOLLO~ING IS TEXT Of ~~ITl~H ~SFCRETH PAPER O~ 
PAKISTAN NUCL~AR lNTEl'illO.N~ WHICH MAY NLJT HAVE E:iE.EN 
Sri~~ED ~ITH ALL ACTION ADDRESSEE HOST GOVERNMENTS AND 
ACCORDINGLY SHOULD ~OT BE REF~RREU TO BY POSTS UNLESS 
~AISED BY HOST AUTHDRlTlES. 

FOLLO~ING IS DWR ASSESSMENT OF PAKI&TAN'S INTENTIONS· 

8. TriERf :s INFORMATION WHICH INDICATES TnAT PAKISTAN IS 
Pu~~uI~G A NUCL~A~ riEaPONS DEVELOPMENT PROGRAMME. THIS 
I~CLUDES REC~~T EVI0~NC~ THAT PAKISTAN INTENDS TD CON• 
STRUCT A URAN[UM tNRIChMENT PL~NT AND MAY HAVE A~READY 

DD SO. 

cf PAKISTANI ORGANIZATIONS (WHlCn ARE SELI~VED TO tiE 
CONNECTED WlTri THEIR NUCLElR ~EAPDNS bEVELDPMENT PROGRAMME) 
HA~E ORDERED ·oN A PIECEMEAL SASlS F~OM FO~ElGk SUPPLIERS 
COM~ONENTS AND EQUIPMENT, INCLUDING INVERTERS OF· CERTAIN 
5~ECIFICATIDNS, Wn!Crl ARE LIK~LY TO BE USED TD 8UI~D OR 
OPE~ATE ~ GAS CENTRIFU~E PLANT CAPAbLE Of ENRICHING. 
URANIJH TO WEAPO~·GRADE LEVE~S. THIS DEM0NSTRATES THE 
PiWo.u.c!LITY OF' PAKISTAN Is C.LJVERr ASSEMBL y OF A PLANT OF 
F!SS!LE MAYERlAL, ~nICH Wl~L NOT BE SuBJECT TO INTER-

1 NATIONAL SAFEGUARDS. PA~ISTAN HA~ ITS OWN RESOURCES OF 
U~ANILlM, WhlCM ARE NO) SUBJECT 10 SAFEGUARD~ AND MHICH 
COULD 4fTER CDNVERSlD~ BE ENRICHED IN SuCh A PLANT. 
Er-.iu TE>:T 
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4. FOR ROME: NYE, PICKERING, VAN DOREN AND HUMPrlREY,S 
WILL ~!SH TO DISCUSS SUBSTANCE OF BRITISH APPROACH ~1TH 
APPROP~IATE GOl OfFlCI~~S. 
'VA NL: E 
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Mel Christopher informed 11/7/78 • . 'Pi31 
UNITED STATES ARMS CONTROL AND DISARMAMENT AGENCY 

RELEASED IN FULL 
November 7, 1978 

MEMORANDUM E.QR_ THE RECORD 

Per conversation with the Operations Center 
(the Director 1 s Office, Ippresume William 
Rope, but I regrettably did not get the 
name), ACDA authorized to show visiting 
DOE official a copy of State 278247, which 
is Nodis, dat.ed November 1, 1978. 

I initially requested that a copy be sent 
to DOE. The Operations Center was not 
comfortable with this, did not wa~t copies 
o.f this floating around, at which pointtI 
offere'd an alternative which had been 
proposed to me by Thomas W. Graham (NP/NX). 
i suggested that the DOE person might read 
the te~egram in question in ACDA's Front 
Office. I was told by the Operations Center 
that this would be preferable to sending DOE 
a copy. I requested and was granted permi.ssion 
to do this. 

I indicated to Rope that I felt State would 
prefer sending DOE a copy so that they could 
maintain a record of who.had access to the 
information. ACDA could maintain informa 1 
records, but I presumed that they would want 
complete.:formal records. He indicated that 
this was not necessary and that the approach 
I had suggested would be prefened. 

All of the foregoing transpired duriRg~a 
telephone conversation. fa~ t:3Z-_, 
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UNITED STATES ARMS CONTROL AND DISARMAMENT AGENCY 

November 7, 1978 

Addendum 

The name of the DOE official who is to see 
the c~ble in question is Jerimiah Kratz. He 
is in DOE/ISA (per T.W.Graham). 
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